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Motivation

Cryptographic ASICs becoming increasingly popular
Not many open-source designs (HDL/tape

d out)

Advanced Encryption Standard (AES)

iInput: 128-bit plaintext

S-box Defenses

Provably Secure Masking
= Black-box, static model security

Threshold Implementations (Tl)
= Divides secret variables of S-box into shares
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Look-Up Table (LUT) 4000 oo
= Pre-computed 256 bytes in a read-only memory/HDL case statements S oo < 600
byte in—» SRgcli/)l( —>»byte out ET 5
2 2000 < 400 -
. . Figure 2: Example LUT-based S-box O
Permutation Function 000 200 =
= Decode-Permute-Encode structure, one-hot representation
byte in —» g Permutgtion —> r§n —>»byte out 0 A «(I '(I I I I ) I I I I I I 0 < «(I »(I I I I ) I I I I I I
y 2 Function 2 y ) ®\V390V(%\c\€% 0{@31@2?2 pﬁé&ﬁ%@f&ij\ﬂ?@@ %0%@3“ o \%9(\\2{\('\6; (\(\Q\;\;ag pﬁég@%@f&i\f&e@ %O%Q?&“
AR L W S CCE T SN L W S CTE R
Figure 3; Permutation S-box W g0t O oot ANCEEIR OISO,

Binary Decision Diagram (BDD)
= BDD representation of S-box using MUXes
Positive-Polarity Reed Muller (PPRM)

Figure 9: Evaluated AES S-boxes from the literature [1-7] using Silvaco’s Open-Cell 15nm library [8].

Conclusion & Future Work
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AND-XOR representation of S-box values = Many AES S-box implementations suited for different needs
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= Optimize composite field design using heuristic algorithms
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