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Conclusion & Future Work
▪ Many AES S-box implementations suited for different needs

▪ Implement state-of-the-art S-box designs for each optimization into 

AES and tape out design

S-box Design Optimizations
▪ Area: reduce footprint/cost

▪ Power: select gates minimize power

▪ Throughput: reduce critical path delay/registers used

▪ Security: masking/hiding schemes to prevent leakage

▪ Randomness: limit the dependence on an RNG

S-box Defenses
Provably Secure Masking

▪ Black-box, static model security

Threshold Implementations (TI)

▪ Divides secret variables of S-box into shares 

Domain-Oriented Masking

▪ Divides secret variables into domains

Wave Dynamic Dual-rail Pre-charge Logic (WDDL)

▪ Hide power consumption using a propagation wave

Masked Dual-rail Pre-charge Logic (MDPL)

▪ Gate-level masking

Adiabatic Circuit

• Uses power clock, reversible logic

M

M

Figure 8: MDPL 2-input AND gate

with mask bit.

Figure 7: WDDL 2-input AND gate▪ Symmetric block cipher

▪ 128-bit block state

▪ 128/192/256-bit keys

▪ 10/12/14 rounds
▪ SubBytes → S-box

▪ Non-linear

▪ 256-byte substitution table

▪ Computed using matrix 

      transform + polynomial division

▪ How to compute S-box values in 

hardware?

Advanced Encryption Standard (AES)

Motivation
▪ Cryptographic ASICs becoming increasingly popular

▪ Not many open-source designs (HDL/taped out)

Logically Optimized

▪ Optimize composite field design using heuristic algorithms

Figure 6: Example composite field S-box

Look-Up Table (LUT)

▪ Pre-computed 256 bytes in a read-only memory/HDL case statements

Permutation Function

▪ Decode-Permute-Encode structure, one-hot representation

Binary Decision Diagram (BDD)

▪ BDD representation of S-box using MUXes

Figure 2: Example LUT-based S-box

Figure 3: Permutation S-box

Figure 5: PPRM S-box

Positive-Polarity Reed Muller (PPRM) 

▪ AND-XOR representation of S-box values 

Composite Field

▪ Uses finite field properties to compute values

S-box Implementations

Figure 1: Cipher for 256-bit key encryption

Figure 9: Evaluated AES S-boxes from the literature [1-7] using Silvaco’s Open-Cell 15nm library [8].
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